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API Samples

Described Version: 			  Smarx OS 2.21.7.110
Also Applicable For:		  Smarx OS 2.x
Target Platforms:			   Windows Vista 32/64, XP, 2000, Linux, Mac OS
MARX Hardware:			   CRYPTO-BOX® USB

Implementation with an API: 
Smarx OS unleashes the full power of the CRYPTO-BOX USB system, 
providing you with efficient, flexible, and convenient ways to protect 
your software and data against piracy and unauthorized usage. It sup-
ports Windows Vista/XP/2000, Linux, and Mac OS. Depending on the 
platform (OS) and programming environment used, SmarxOS API (CBI-
OS local and network API, DO API, RFP API) is supported in different 
formats, as:

• Static libraries

• Dynamic libraries (DLL/SO/Framework)

• Native DLL/SO/JNILIB

• Managed DLL

• COM/ActiveX

 

Mobilize Your Authentication!			                   www.cryptotech.com
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1. Introduction

SmarxOS allows MARX customers adding hardware protection to software products running under all popular platforms:

- Windows 32 and 64 (now including Vista!);
- Linux 32 and 64;
- MAC OSX (Intel Duo and PPC hardware architecture).

Most programming environments for these platforms are supported. SmarxOS API (including CBIOS and DO API) is implemented
for all operating systems mentioned above as one source code used for all platforms. This approach allows developers to use
SmarxOS API even for cross-platform development. See more details below.

2. Utilizing Smarx OS® API for different environments

Depending  on the  platform (OS)  and programming  environment  used,  SmarxOS API  (CBIOS local  and network  API,  DO API,  RFP  API)  is
supported in different formats, as:

• Static libraries;
• Dynamic libraries (DLL /SO/ Framework);
• Native DLL/SO/JNILIB;
• Managed DLL;
• COM/ActiveX

Static libraries provide the most secure way of linkage. This format is supported for all Linux programming environments as well as for Windows
and MAC OSX.

Dynamic libraries – DLL (Windows), SO (Linux), Framework (MAC OSX) allow easy, but less secure linkage. 

Managed DLL is .NET specific  format, supported for Microsoft® Visual  Studio 2003.NET,  Microsoft® Visual  Studio 2005.NET and Borland
Developer Studio 2006.

COM/ActiveX is the Windows platform specific interface standard. This interface format is universal and can be used from almost any Windows
programming environment. Required Smarx OS ActiveX objects are included to CBUSetup.exe smart setup utility and are installed and properly
registered together with CRYPTO-BOX USB driver. 

Native  DLL  (Windows),  SO  (Linux),  JNILIB  (MAC  OSX)  are  specific  to  Java  environment  (Windows,  Linux  and  MAC  OSX
correspondingly).

3. Using command-line SmarxOS Tools

The following table contains programming environments currently supported by SmarxOS® API:

OS
Programming Environments

And Languages
CBIOS API DO API

local network local network RFP API

  Win64

Microsoft
Visual Studio

2005
(64bit)

C/C++ static library static library static library static library static library

C#.NET managed Dll managed Dll managed Dll managed Dll managed Dll
COM COM COM COM COM

VB.NET managed Dll managed Dll managed Dll managed Dll managed Dll
COM COM COM COM COM

C++.NET managed Dll managed Dll managed Dll managed Dll managed Dll
COM COM COM COM COM
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Win32

Microsoft
Visual Studio

2005
(.NET 2.0)

C/C++ static library static library static library static library static library

C#.NET
COM COM COM COM COM

VB.NET
managed Dll managed Dll managed Dll managed Dll managed Dll

COM COM COM COM COM

C++.NET managed Dll managed Dll managed Dll managed Dll managed Dll
COM COM COM COM COM

Microsoft
Visual Studio

2003
(.NET 1.1)

C#.NET managed Dll managed Dll managed Dll managed Dll managed Dll
COM COM COM COM COM

VB.NET
managed Dll managed Dll managed Dll managed Dll managed Dll

COM COM COM COM COM

C++.NET managed Dll managed Dll managed Dll managed Dll managed Dll
COM COMrjkmrj COM COM COM

Microsoft Visual Basic 6.0 dynamic Dll dynamic Dll dynamic Dll dynamic Dll dynamic Dll
COM COM COM COM COM

Microsoft Visual C++ 6.0 static library static library static library static library static library

MinGW, MSYS 1.0.10 static library static library static library static library static library

Microsoft
Office2003

Access (VBA) COM COM COM COM COM

Word (VBA) COM COM COM COM COM
Excel (VBA) COM COM COM COM COM

Borland
Developer

Studio 2006

Delphi static library static library static library
static
library

dynamic Dll

C/C++ static library static library static library
static
library

static library

Delphi.NET managed Dll managed Dll managed Dll
manag
ed Dll

managed Dll

C#.NET managed Dll managed Dll managed Dll
manag
ed Dll

managed Dll

Borland Delphi 2005 static library static library static library static library dynamic Dll
COM COM COM COM COM

Borland Delphi 7.0 static library static library static library static library dynamic Dll
Borland C++ Builder 6.0 static library static library static library static library static library

Borland Delphi 6.0 static library static library static library static library dynamic Dll
Borland C++ Builder 5.0 static library static library static library static library static library

Borland Delphi 5.0 static library static library static library static library dynamic Dll

Java JDK 1.4 native Dll native Dll native Dll native Dll native Dll
REALbasic 2006 dynamic Dll dynamic Dll dynamic Dll dynamic Dll dynamic Dll

Linux 32

GCC 3.2.2, Mandrake 9.1 static library static library static library static library static library

Kylix 3.0
Mandrake 9.1

C Builder static library static library static library static library static library

Delphi static library static library static library static library static library

Java JDK 1.4 native SO native SO native SO native SO native SO

REALbasic 2006 dynamic SO dynamic SO dynamic SO dynamic SO dynamic SO
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Linux 64 GCC 3.4.3, Gentoo 2005.0
(64bit)

static library static library static library static library static library

MAC 
OSX

GCC 4.0.0

PowerPC
x86

static library static library static library static library static library

PowerPC
x86

dynamic
framework

dynamic
framework

dynamic
framework

dynamic
framework

dynamic
framework

Java JDK 1.4 PowerPC
x86 native JNILIB native JNILIB native JNILIB native JNILIB native JNILIB

REALbasic
2006

PowerPC
x86

dynamic
framework

dynamic
framework

dynamic
framework

dynamic
framework

dynamic
framework

- already supported
 - could be supported with reasonable efforts

- not supported, needs significant efforts

4. Cross-platform development: using Qt 

For  those  customers  who  are  looking  for  cross-platform MARX  recommends  to  consider  Trolltech  Qt  cross-platform GUI
framework environment for this purpose. 
 
Qt is an open source C++ toolkit for cross-platform GUI application development. Besides GUI framework it also includes C++
libraries for file handling, networking, process handling, threading, database access, XML processing, OpenGL integration and a
lot of utility classes. Development is supported by GUI layout and forms visual designer (Qt Designer), a set of internationalization
tools (Qt Linguist) and comprehensive API documentation (Qt Assistant). Windows, UNIX/X11 and MAC platforms are supported.
In general Qt is a mature and robust solution widely used for cross-platform GUI application development. 

The full set of Smarx® API software protection features (including networking, license management and comprehensive hardware
control) is natively available for Qt developers. 

The  same  software  protection  code  can  be  used  on  all  platforms  entirely  conforming  to  the  cross-platform nature  of  Qt
application development.
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Appendix

Appendix A – Distributors

USA
MARX CryptoTech LP Sales: sales@cryptotech.com
4485 Tench Rd. #310 Support: support@cryptotech.com
Peachtree Commons Office Park Phone: (+1) 770-904-0369
Suwanee, GA 30024 Fax: (+1) 770-904-3893
U.S.A. Email: info@cryptotech.com
www.cryptoken.com

Germany
MARX Data Security GmbH Sales: sales@cryptoken.com
Vohburger Strasse 68 Support: support@cryptoken.com
D-85104 Wackerstein Phone: +49 (0) 8403 9295 14
Germany Fax: +49 (0) 8403 9295 29
www.cryptoken.com Email: contact@cryptoken.com

Poland
Microplan Polska Sp. z o.o. Sales: Gregor Bigos
Polwiejska 3 Phone: +48 (0) 61 8518916
PL-61-885 Poznan Fax: +48 (0) 61 8518774
Poland Email:          big@microplan.pl
www.microplan.pl

Appendix B - CrypToken Certifications and MARX Memberships

All trademarks used in this document are property of there respective owners.
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